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We Are The ISO Specialists

“Safety in the 
workplace today is 

seen as an economic 
necessity. It is the 

study of the right way 
to do things”
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ISO Systems Implementation & Training

WELCOME
Welcome to this issue of our 
newsletter where we focus on the 
importance of standardisation 
within African exports. 

W e  w a l k  yo u  t h r o u g h  w hy 
information security is important 
in the digital age

Lastly, we look at the International 
Standard for  e nvironme ntal 
management systems

Stay safe and stay focused on 
quality!

~Robert W. Campbell, first 
president of the National Safety 

Council



3 32 “When it comes to quality, is perception reality?”

Newsletter
ISSUE 24

Information Security

HR professionals have many 
responsibilities, but none 
as important as their duty 
to protect employees and 
the company. That means 
they must take on a much 
different role than in years 
past and understand what 
federal and state laws apply 
to your company when 
it comes to data privacy 
compliance.

  
          Information 
technology is not only 
the basic requirement 
of our lives but it has 
more importance for 
our business as well. 
The most important 
asset of an organisation 
is Information and to 
ensure confidentiality and 
integrity of the valuable 
and crucial information.

HR & ISMS
“

“

A.7.1.2 Terms & Conditions of Employment 
A contract with employees and contractors must state their and an 
organisation’s responsibilities with regards to information security. 
This contract is important and includes general and individual 
responsibilities which carry legal weight. This is also imperative 
with regards to The Protection of Personal Information Act 4 of 2013 
and the Promotion of Access to Information Act 2 of 2000. 

A.7.2.1 Management responsibilities
A good control defines how employees and contractors apply 
information security in compliance with the policies and 
procedures of an organisation. The duties of managers should 
include requirements to:
Ensure that those they are responsible for comprehend the 
information security threats, vulnerabilities and controls relevant to 
their job roles and obtain regular training (as per A7.2.2).
Ensure buy-in to practical and suitable support for appropriate 
information security policies and controls; and emphasise the 
requirements of the terms and conditions of employment. 
Managers play an imperative role in ensuring security awareness 
and thoroughness throughout the organisation by creating an 
appropriate “security culture”.

A.7.2.2 Information Security Awareness, Education & Training
All employees and related contractors must obtain appropriate 
awareness education and training to perform their job well and 
securely.  They must receive consistent updates in organisational 
policies and procedures when they are changed, along with a good 
consideration of the applicable legislation that affects them in their 
role.  Each organisation needs to be able to prove that training 
and compliance have been considered and note how training and 
awareness is delivered to give staff and contractors the best chance 
of understanding.

A.7.2.3 Disciplinary Process
There needs to be a documented disciplinary process in place that 
is communicated (in line with A7.2.2 above) which will begin in the 
case of any security breaches.

A.7.3.1 Termination or change of employment responsibilities
Information security duties and responsibilities that continue to be 
valid after termination or change during the term of employment 
must be clear, communicated to the employees or contractors and 
implemented.  Cases include keeping information that belongs to 
the organisation within it and keeping it private.

It is essential to ensure that information remains protected after 
an employee or contractor leaves the organisation, as people 
themselves are walking data stores. The terms and conditions 
of the contract should emphasise this, and the leaver’s contract 
termination process should serve as a reminder to individuals that 
they have responsibilities to the organisation even after they have 
left.

Besides termination and exit, if an employee changes roles e.g., 
moving from operations to sales, it should be ensured that they no 
longer have access to information assets that are not mandatory in 
their new role.
When it comes to HR departments, the most important thing to do 
with regards to information security is to be proactive rather than 
reactive. Technology, and the potential for breaches, is prevalent 
in every facet of business today. It’s not enough to rely on your IT 
department to make sure staff are educated about data loss and 
how to prevent it. An organisation must ensure training takes place 
to educate employees about their roles in keeping data safe. They 
should be aware of what the security protocols are, how to develop 
and use strong passwords and what the process is should they 
suspect trouble or have lost a device that they also use for business. 
Human Resources professionals are accountable for ensuring that 
employees comply with security policies. The HR department is 
essential in ensuring that information security policies are correctly 
presented, documented, communicated, and enforced.

Why you should implement information security 
in your human resource management system 

How can WWISE assist your organisation?

Should you need assistance with implementing 
information security in your human resource 

management system 

send an email to admin@wwise.co.za or contact us on 
08610 99473 (WWISE) or 021 525 9159 (Cape Town). 

To modernise information systems and address its disadvantages, information technology 
was employed. It is a tool that helps to grow, implement, and protect Information Systems. It 
is also utilised as a tool to reach business targets and business goals as well as optimise work 
processes. Such processes include human resource management which includes recruiting, 
training, developing, and rewarding people in an organisation. 

These processes impact on an organisation’s internal processes, essential competencies, 
relevant markets, and organisational structure. All this requires information security. Information 
security controls ensure that employees and contractors in an organisation understand their 
responsibilities, are fit for the roles in which they are placed, and protect the information held by 
an organisation.

A.7.1.1 Screening
A good control measure covers background authentication and the checking of competency 
of all applicants for employment.  All the relevant regulations and ethics should be taken into 
consideration and should align with the business requirements, namely the classification of the 
information that will be retrieved and the associated risks. HR controls all stages of employment 
benefits in the organisation in a way that reduces the likelihood of accidental or malicious 
threats. It is essential to consistently have procedures in place to avoid any risks. Ideally this will 
be affiliated with the organisation’s overall hiring process.

Human Resources (HRI Controls in the Workplace

CASE STUDY: City of Johannesburg

The City of Johannesburg suffered a major network
breach on Thursday 24 October 2019 when a group,
reportedly known as the Shadow Kill Hackers,
allegedly hacked into its system. According to a
report, the hackers left a bitcoin ransom note via
Twitter. Business Day wrote that the hackers are
demanding 4.0 bitcoins by 28 October at 5pm.

To modernise information systems and 
address its disadvantages, information 
technology was employed. It is a tool that 
helps to grow, implement, and protect 
Information Systems. It is also utilised as a 
tool to reach business targets and business 
goals as well as optimise work processes. 
Such processes include human resource 
management which includes recruiting, 
training, developing, and rewarding people 

in an organisation. These processes impact 
on an organisation’s internal processes,
essential competencies, relevant markets, 
and organisational structure. All this 
requires information security. Information 
security controls ensure that employees and 
contractors in an organisation understand 
their responsibilities, are fit for the roles 
in which they are placed, and protect the 
information held by an organisation.
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ISO 45001:2018Occupational Health 
and Safety

ISO 45001:2018 Occupational Health 
and Safety Management Systems

The focus of the ISO 45001:2018 
Standard is to identify the 
actions within each process, 
and document potential 
hazards utilising a risk 
framework, to determine the 
inherent controls. A mitigation/
treatment plan is created to 
assist in reducing the risks with 
controls according to your risk 
appetite and tolerance level. 
In the event that risks cannot 
be eliminated, the hierarchy 
of controls will be applied: 
substitution, engineering, 
signage/administrative, and 
Personal Protective Equipment 
(PPE) controls.

        ISO 45001:2018 assists 
organisations with an 
Occupational Health and 
Safety Act Management 
System to comply with 
Legal Requirements and 
provides the necessary 
tools to reduce the hazards, 
injuries, and risks by 
implementing effective 
controls and conforming to 
objectives, targets, Plans/
Programmes, and Policies.

“

“

What is risk-based thinking? 

Risk-based thinking is something we do 
every day. It is a “mindset to proactively 
improve the certainty of achieving 
outcomes utilising methods that 
consider threats and opportunities” 
(Laqua, 2018). 

Risk-based thinking encompasses 
thinking holistically about identifying 
and mitigating risks in an organisation 
by thinking about internal and external 
issues on a strategic and operational 
level. Organisations adopt risk-based 
thinking to adapt to challenging 
environments and to make better 
decisions when applied to:

• Designing a process or product.
• Improving a process or product.
• Improving communication 

throughout an organisation.
• Reducing failure and 

inefficiencies.
• Reducing the 

likelihood and 
frequency of 

losses.
• Assisting with budget allocations 

for capital and operational 
expenses.

Risk based thinking can be supported 
by tools such as an Occupational 
Health and Safety Management System 
(OHS-MS).

What is an OHS-MS?

Occupational Health and Safety is a 
multi-disciplinary field that relates to 
health, safety, risk, and welfare issues 
in the workplace. An OHS-MS includes 
health and safety policies, procedures, 
work instructions, guidelines, plans, 
and records.
A good OHS-MS is imperative for 
increased safety, reduced risk and 
enhanced health and wellbeing in any 
organisation. 

Why does my business need an OHS-MS?
There are many reasons to consider implementing an OHS-MS:
• Having an OHS-MS creates an environment that is safer for 

employees, visitors, and contractors (Interested Parties).
• It minimises risk by providing the structure for preventative 

and protective measures.
• It fulfils legal requirements.
• It encourages continuous improvement.
• It improves OHS-MS performance in an ever-changing 

organisation.
• It assists management to anticipate changing 

circumstances.
• It determines risks and opportunities.

What is ISO 45001:2018?

ISO 45001:2018 is the first international standard for 
implementing an OHS-MS. Implementing ISO 45001:2018 
improves OHS-MS performance. The ISO 45001:2018 standard 
replaced the OHSAS 18001:2007 standard in September 2021. 
The standard of ISO 45001:2018 has a 10-clause structure 
which can easily integrate with ISO 9001:2015, ISO 14001:2015 
and any other ISO Standard with its high-level clause structure 
related to Edward Deming’s Plan Do Check Act (PDCA) Model. 
Through its framework it helps an organisation of any size to 
enhance health and wellbeing while increasing workplace 
safety and reducing risk enabling protective and preventative 
measures. ISO 45001:2018 is to be aligned to the OHS Act. The 
PDCA is a process used to achieve continuous improvement 
and involves:

• Determining risks, opportunities and establishing 
objectives.

• Implementing objectives.
• Monitoring, measuring, and reporting on results.
• Correcting any areas of concern and planning its recovery 

from risks. 

How does ISO 45001:2018 benefit an organisation?

ISO 45001:2018 can benefit an organisation by:

• Enhancing employee safety through awareness, 
consultation, and participation of workers.

• Avoiding potential accidents by identifying risks and 
hazards.

• Encouraging a proactive safety philosophy. 
• Boosting stakeholder confidence and encouraging 

potential clients and businesses through less down time 
due to a reduction in health & safety incidents and injuries.

• Top management participation and engagement.
• Increased productivity and employee wellness.
• A competitive advantage because ISO standards are 

globally recognised and required to create assurance for 
clients.

• It assists in gaining an understanding of the importance of 
the context of an organisation.

• It benefits an organisation by providing a practical 
approach to developing an Occupational Health & Safety 
Management System in a structured manner. 

“Some risks that are thought to be 
unknown are not unknown. With some 
foresight and critical thought, 

some risks that first seem unforeseen, 
can in fact be foreseen.” – Daniel Wag-
ner (Country Risk Solutions). 

How can WWISE assist your organisation?

For more information on how you can protect your 
business with ISO 45001:2018

send an email to admin@wwise.co.za or contact us on 
08610 99473 (WWISE) or 021 525 9159 (Cape Town). 
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e-Learning and OH&S

By using a combination of videos, text, voice over and interactive tests 
WWISE can deliver a highly powerful eLearning training tool to your 
company or to you as an individual.

Health and Safety eLearning courses can assist with the prevention 
of injuries, diseases and deaths while creating awareness of 
Occupational Health and Safety requirements. 

By attending the WWISE ISO 45001:2018 Implementation 
eLearning course, an employee or an individual (who is doing it 
for self-development), will be able to understand Health & Safety 
Terminologies and understand the difference between a Policy, 
Processes, Procedure and Systems. They will also be able to apply 
the standard to the work environment they are familiar with and will 
become more knowledgeable regarding their legal duties outlined in 
the Occupational Health and Safety Act and how to support workers’ 
rights.

The benefits of a well implemented management system enables 
organisations or industries to conduct customised in-house 
inspections. Employees will know how to access the required 
documents, employee training records and Risk Assessments or 
Method Statements. It also provides a comprehensive understanding 
of workplace operations by transforming Occupational Health and 
Safety data into process flows etc. ISO 45001:2018 is intended for use 
by any organisation, regardless of its size or the nature of its work and 
can be integrated into other health and safety programmes, such as 
worker wellness and wellbeing. It also addresses many, if not all, legal 
requirements in this area.

The WWISE Internal Auditing course is based on the Occupational 
Health & Safety ISO 45001:2018 Management Systems and its impact 
on the workplace. To combat the problem, the Internal Auditing 
course will help organisations reduce this impact by providing a 
framework to improve employee safety, reduce workplace risks 
and create better, safer working conditions by identifying what the 
organisation already has in place, and where the gaps are that need 
improvement. 

By the end of the course, the employee or delegate will have an 
in-depth view of the clauses of the standard, and an audit tool kit 
which will assist in auditing their organisation in accordance with ISO 
45001:2018. They will also be able to perform First Party Internal Audits 
and Second Party Supplier Audits.

The main purpose behind training, and the provision thereof, is to 
teach employees how a certain task must be done. It also serves to tell 
employees how a task should not be done, and to provide employees 
with information pertaining to their tasks.

eLearning is one of the most effective ways through which 
training material can be delivered seamlessly to many employees 
simultaneously. It also offers numerous benefits acting as an addition 
or support to regular classroom training. eLearning does not intend 
to replace traditional classroom learning but aims to enhance and 
support certain aspects and improve the overall quality of teaching.  

Our e-Learning platform offers training on ISO 
standards at different levels in which we have created 

courses for delegates to attend at their own leisure.

These courses supply templates, books and videos 
that guarantee value for your money.

Pretoria Office:

254 Hall Street, Westend Office Park, 2nd Building, 
2nd Floor, Centurion, South Africa, 0157

08610 99473 (WWISE)

training@wwise.co.za

Cape Town Office:

training@wwise.co.za

(021) 525 9159

Unit 127, The Quays, 4 Park Lane, Century City, 
Cape Town, South Africa, 7441

ISO 45001:2018 OH&S E-learning and ISO 45001:2018
“

“

The prevention of Health and Safety related 
incidents and ensuring that employees 
are provided with a safe and healthy 
environment is the first step, as it is vital for 
the success of an organisation or company 
since its employees are its most valuable 
asset.

The training of employees plays a 
significant role in achieving Occupational 
Health and Safety compliance in an 
ever-changing world of health and 
safety regulations and requirements. ISO 
45001:2018 was developed by a committee 
of Occupational Health and Safety experts.

This standard considers the International 
Labour Organization’s ILO-OSH Guidelines, 
various national standards and the ILO’s 
international labour standards and 
conventions. 

The ISO 45001:2018 eLearning 
courses, presented by WWISE, 
are for anyone who wishes 
to implement an effective 
and robust Occupational 
Health & Safety 
Management 
System.  

The Implementation course also comes 
with a set of generic templates which 
delegates can use in their organisation 
or company to assist in the development 
and implementation of an Occupational 
Health & Safety Management System that 
conforms to the ISO 45001:2018 standard.

WWISE’s online eLearning platform is 
convenient, resourceful, and flexible as the 
modules and videos can be accessed at any 
time and from any location. Furthermore, 
eLearning increases knowledge retention 
because employees and individuals are 
provided with various types of content and 
multimedia. 

Our interactive e-learning provides an 
engaging and highly effective way of 
training. 

Looking at the various industries and 
sectors in South Africa, it is noted that there 
are numerous accidents and incidents 
in which employees are injured, often 
critically. 

Although these are mostly unforeseen 
circumstances, there are exceptions 

where they could have been avoided. 
The provision of training plays a key role 
in ensuring that employees can perform 
certain tasks, along with ensuring that there 
is Health and Safety compliance throughout 
an organisation alongside the active 
management of risks.

To help companies 
with the transition, we 
offer several courses, 
which can be accessed 
online. The courses help 
participants to understand 
the implementation 
requirements in addition 
to internal audits, and 
gain awareness of the 
importance of the Health 
& Safety Management 
System.

        Participants will 
learn about ISO 45001, 
the Health & Safety 
Management System, 
and the OHS Act. They will 
also learn about attitudes 
towards health and safety, 
the ISO 45001 clauses, and 
the Plan-Do-Check-Act 
process.
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WWISE IN THE NEWS

RESULTS

In the past few months, many South African 
businesses have been scrambling to align their 
operations with the new Protection of Personal 
Information Act (POPIA).

Even non-commercial ventures like community Facebook groups have 
posted questions to members to ensure they meet the requirements 
of the Act, designed to protect South Africans’ constitutional right to 
privacy. While many welcome the fact that mining of personal data 
and cold calls will be a thing of the past, POPIA will impact legitimate 
companies reliant on information to make ends meet. 

Some analysts point out that direct marketing businesses are expected 
to take a hit, with the effect ultimately felt by consumers. In the past, 
for example, it was easy for people to opt into a marketing message by 
simply responding “YES” in an SMS. POPIA now requires that consent 
forms are filled in and returned to the business so that it complies with 
the Act.

For business owners, the situation presents a challenge and may appear 
overwhelming. But it need not be so.

While POPIA may be the new kid on the block, data protection laws are 
already well established in South Africa and compliance mechanisms in 
place to meet regulations.

The International Organisation for Standardisation (ISO), a certification 
carried by the country’s leading companies, is globally recognised and 
as such, carries considerable weight with regulators.

Among the ISO offerings is ISO 27001, which contains the 
requirements and tools to assist in mitigating the risks associated with 
private information within organisations.  In other words, the perfect 
vessel to navigate POPIA’s unchartered waters.

Muhammad Ali, managing director and lead auditor of leading South 
African ISO standards training and implementation specialist WWISE, is 
the first to acknowledge that advancements in technology should raise 
questions about people’s safety online and how their private information 
can be protected.

But he also recognises the value information holds for established 
businesses fearful of what POPIA might do to their operations.

“It does sound like a disaster waiting to happen, but it’s not the case at 

all if organisations introduce information management systems like ISO 
27001,” he says.

“In a nutshell,  ISO 27001 is a family of standards developed to provide 
a framework on which an information security management system can 
be successfully implemented. It focuses on protecting the confidentiality, 
integrity and availability of the information in a company by applying a 
risk management process.

According to Ali, there are six clear steps that an organisation should 
take to comply with POPIA.

The first is to appoint an information officer. Secondly, a privacy policy 
needs to be drafted. The third step is to create awareness about the Act 
among all employees. Once this is done, contracts need to be amended.

As a fifth measure, any data breaches need to be reported to the 
regulator and the people whose private information has been implicated. 
Finally, any transfer of personal information needs to be undertaken 
legally.

Having dealt extensively with existing privacy laws, Ali has seen first-
hand how the implementation of ISO 27001 can actually benefit a 
business or organisation.

“You’ll find it becomes easier to comply with other necessary regulations, 
and also provides opportunities to gain a competitive advantage,” he 
says.

“There are other advantages, too. Not only do customers feel safe and 
more confident in returning, but there is more consistency in a business’s 
internal processes. By building a culture of accountability and security, 
the company and all its shareholders are protected.”

Ali and his team assist businesses by assessing their information and 
making recommendations on how best to handle it.

Based on their findings, they will be able to offer advice on the 
circumstances under which the business may process information, the 
duration they may process it, how the information must be maintained 
and secured, and how and when it should dispose of the information.

“Furthermore, we assist in closing the gaps by way of administrative 
alleviation. We do this by working with your process owners to 
understand the requirements and conditions for your business.

“Ultimately, this enables you to take control of the protection of data, 
keeping the information of all stakeholders safe.

Once the process is complete, a third party regulatory body undertakes 
an audit of the business to safeguard the investment in documenting, 
implementing and maintaining the information security management 
system.

“This gives assurance to all parties that risks are 
competently managed while helping any business 

comply with the POPI Act. Applying a security 
management system gives confidence to all interested 

parties that risks are adequately managed.”

 

Case Study: ISO 18788:2015
Management System for Private Security Operations. 

ISSUES BEFORE CERTIFICATION:

 

Potential clients requiring a level of assurance who manage firearms and supply competent guards 
which was not being met.

Loss of revenue due to the lack of requirements needed to conform to the Standard.

An inability to properly manage People, Processes and Assets.

Internal structural constraints with regards to managing People, Process and Assets through a System.

Business Processes not documented to understand vital activities and functions in various departments.

Top Management were unable to control all the process activities set out in the objectives.

Arcfyre pride themselves in being 
global security specialists. 
They assist their clients to implement and maintain 
operationally sound environments that provide optimal 
protection for a company’s most valuable assets.

Increased awareness of roles and responsibilities among staff.

The ability to follow best practice standards creating internal confidence to be able to meet client 
requirements.

Increased stakeholder and client confidence through Certification.

More Public Sector clients being won.

International markets being opened for potential business.

BENEFITS AFTER CERTIFICATION:

Increase in revenue

12% 22%
Increase in client

satisfaction
Increase in Top 

Management satisfaction

90%


